Abstract -Today's world demands new ways of thinking about security solutions. The problem space is complex and ambiguous. Solutions must be multidimensional, incorporating not only technology, but the social, economic, political, and religious dynamics of a security intervention. A facilitator-led experiential training program was designed for our technical staff that leads them out of the box. The course design is based upon the theories of cognitive flexibility and situated cognition, and uses a socio-constructivist approach. Participants are led by a senior systems engineer/facilitator through a series of exercises in which they observe contextually relevant right way/wrong way videos, engage in critical thinking assessments about what they observed, and solve logic puzzles. Group interaction and problem-solving is emphasized. As in the real world, there is no one "right" solution. Outcomes can include a broader understanding of the threat space, creative solutions that enable survival in spite of an evolving enemy, and a deeper sense of the complex dynamics involved in any security decision. Training impact is being evaluated using a mixed qualitative/ quantitative approach.
INTRODUCTION
To meet the challenges of designing security solutions that will address the evolving needs of our customers, the Security Systems and Technology Center is developing a systems engineering curriculum. The curriculum includes systems thinking, an introduction to systems engineering, systems architecture, and advanced courses.
The "Systems Thinking for Security Engineering" course evolved over a two-year period through the iterative approach used in systems engineering. A capabilities assessment in 2005 determined that systems engineering was a necessary enabling capability that deserved greater emphasis in the organization. A needs assessment was conducted with twelve technical staff interviews. The interview data were analyzed using AtlasTi, a qualitative analysis software tool. Several themes emerged from the data, including the 1) overlap in the relationship between project management and systems engineering, 2) importance of communication between clients and staff and in project teams, and 3) importance of identifying customers' actual needs and getting these needs accurately translated into system requirements. Instructional objectives were determined based upon these themes.
The needs analysis resulted in a four-hour facilitator-led experiential course designed to engender reflective thinking and group discussion. Two instructional objectives were created: 1) explain "systems thinking" as "big picture thinking" and 2) explain systems thinking as a best practice in the Security Systems and Technology Center. Six tools of a systems thinker are provided to participants. Logic puzzles and group problem-solving activities were added to encourage thinking outside of the box and teamwork.
II. "SYSTEMS THINKING FOR SECURITY ENGINEERING"
A. Review of the Literature
The principal learning theories that underlie the design of the systems thinking course are cognitive flexibility theory (CFT) [1] and situated learning [2, 3] . Both theories are based on the constructivist theory of learning, in which learners construct knowledge by forming links between their experiences and prior knowledge.
CFT is premised on the notion that most knowledge domains are complex and ill-structured, as are the security issues faced in today's world. According to Feltovich, et. al. [4] , an ill-structured knowledge domain is one in which individual cases of knowledge application are multidimensional with considerable variability of structure in cases of the same type. The foundational principle of CFT is that by offering students opportunities to apply multiple representations of new learning tailored to a particular context, they will then be able to master increasingly complex content. Concomitantly, students acquire the ability to spontaneously structure and restructure this knowledge in ways that anticipate and meet the demands of variable situations [5] . The role of the instructor becomes one of facilitator, encouraging students to acquire and apply knowledge flexibly and appropriately as they contend with a variety of requirements.
Developing systems thinkers requires moving from what Feltovich et al. [6] term a reductive world-view into one that is expansive and flexible.
The reductive worldview is characterized by single explanatory frameworks, a preference for simplicity, intolerance of ambiguity, and reliance on analytic decomposition.
The expansive and flexible worldview is characterized by the ability to account for complex systems with multiple explanatory frameworks, an assumption that the world is fundamentally disordered and thus finds simplicity boring and seeks out complexity and has a preference for ambiguity, treating systems as the primary level of analysis rather than component parts. In a later research effort, Spiro et al. [7] suggest that these two epistemic worldviews can be determined in individuals by administering an assessment instrument, the Cognitive Flexibility Inventory (CFI). They propose that the CFI may be useful for predicting an individual's readiness for learning and performance in a world where ill-structured complexity requires situational adaptiveness. They put forward the question: Can training interventions change epistemic worldviews?
Previous research efforts have attempted 1) to determine characteristics of systems thinkers in the engineering field [8] , 2) to understand how systems thinking develops in engineers [9] , and 3) to evaluate the effectiveness of systems thinking courses on an organization [10] . All agree that as problems become increasingly complex and as systems grow larger and more interdisciplinary, systems thinking becomes critical to the success of the problem solution set.
)
Situated Learning, Constructivism, and Socioconstructivism: Situated learning is a theory of knowledge acquisition that has as its foundational principle the notion that learning is fundamentally a social process [11] . Learning is viewed as situated activity, in which context, culture, and activity are all essential to learning. At its center is a process the authors call legitimate peripheral participation. Learners are part of a larger community of practice, with older, more experienced participants helping newcomers move toward full participation in the community.
Situated learning theory is predicated upon the constructivist theory of learning. The basic premise of this theory is that learners must actively build knowledge and skills to make meaning of the world around them [12, 13, 14] . Learning is thus viewed as "sense making," because learners are driven by a goal of making sense of the world and of resolving uncertainty [15] . Learners are thought to generate their own rules and mental models, which are used to make sense of their experiences. By reflecting on those experiences, students construct their own understandings of the material. Vygotsky [16] wrote that individuals co-construct knowledge through interacting with others. In the socioconstructivist view the development of cognition in individuals is a social process. All the higher thinking processes-logical memory, voluntary attention, and formation of concepts-are thought to originate as part of this social process.
B. Course Design
The course was designed to increase awareness of systems thinking principles and practices as they apply to designing and evaluating security systems. Systems thinking was defined for this course as "a mindset and a set of tools that facilitate exploring problems and solutions." It is proposed that systems thinkers view the world not only as a system, but also from a systems perspective.
The design and development team consisted of a subject matter expert, the manager responsible for increasing capability in systems engineering in the organization, and an instructional designer. A facilitator-led experiential course design was used to encourage participants to understand the entire system and its context.
C. Course Content
Course content is presented and organized through four media-face to face instruction and group interaction, print, video, and digital PowerPoint presentation. The instruction is facilitator-led and student-centered. This experiential course opens with an icebreaker; then the participants are kept interacting with each other and the facilitator. The facilitator also continually engages participants with the material. Print materials include a detailed facilitator's guide, activity handouts, and copies of the PowerPoint slides. The videos are web-based and present six scenes, depicting in three scenes each the "right way" and "wrong way" to approach a customer's security problem. The videos were based upon a real problem and abstracted. At the end of each video segment, participants consider what they just observed in a critical thinking activity. Throughout the course participants are given logic puzzles to solve individually and then in a group. Structured learning is introduced only toward the end of course.
D. Structure
The course consists of five modules that introduce participants to the concept of systems thinking and then asks them to apply what they have learned, supported by their experience, to a security problem. According to cognitive flexibility and situated learning theories, flexible learning environments based upon actual projects permit the same knowledge artifacts to be presented and learned in a variety of different ways and for a variety of different purposes. The module sequence is designed to engage participants in incrementally more complex problem-solving, culminating in the writing of a creative narrative outlining a strategic systems approach to solving a work-related or personal problem. Table I illustrates the organization and structure of the course. This table shows how the principles of cognitive flexibility theory and situated learning theory, in concert with a socio-constructivist approach, are incorporated throughout the design and implementation of the course. Principle four informs the design of the fourth module, which provides instruction in systems thinking. Because of the experiential nature of the course, instruction was placed at the end of the course to allow participants to experience and reflect on solution sets outside their normal course of work. Module four opens with a logic puzzle that appears to have a difficult algebraic solution but actually has an elegantly simple answer. The point of this exercise is to illustrate how quantitative data, used without consideration of context or source, can mislead us in thinking about a solution.
The fifth and final module encourages participants to take risks and begin to apply systems thinking in the work they do for their customers. The culminating activity is intended to stimulate thorough thinking about a problem through telling a story in the form of a creative narrative. Writing a concept of operations concisely, yet coherently, in narrative form helps to thoroughly think through the context, problem, and solution to the essential kernels of insight necessary to achieving a clear path forward.
Principle five, engaging with others in the construction of knowledge, is incorporated within all five modules through facilitator-led discussion and group activities.
F. Implementation: Results of the Pilot Course
Course implementation was a four-hour pilot course. Participants were engineers, selected across several technical groups, who represented a wide variety of skills, backgrounds, and experiences in designing and implementing security solutions. Two managers were chosen to be facilitators. Facilitators used the Socratic method of teaching to draw out participants and engage them with the material being presented.
The activities stimulated much discussion about both current ways in which business is conducted in the organization and varying approaches to solving customers' security problems. Participants agreed that they may have mental models that sometimes prevent them from seeing the big picture and that it is easy to become pigeonholed into roles.
Of all the activities, the videos generated the most discussion in the group. Participants observed that there was a "solution looking for a problem," noting that technology may often drive solutions rather than the other way around. Customer interaction was the main topic of the discussion. Participants talked in depth about the importance of engaging with the customer and working closely with them before suggesting a solution. Interpretation was pronounced as being essential and the importance of following the DEPO process rather than short-circuiting it was emphasized. By the end of the video segments, the participants moved from engaging only with the instructor to engaging with each other.
The instruction in module four on embracing conflict as a systems thinker also provoked a great deal of discussion. It was offered that conflict may mean that others have a different understanding of the problem and that they may be talking past each other because of their perspectives. Participants discussed how to address conflict when it arises within their departments by looking at the assumptions that underlie disagreements. The notion of paradox in terms of cost versus performance was also discussed at length. Given resource constraints, the discussion centered on protecting what actually needs to be protected as opposed to protecting everything.
In the fifth and final module, three participants volunteered to discuss their creative narratives. Two chose personal issues, while the third chose a work-related issue. One participant used strategic systems thinking to think through a sibling's problem, while another developed a strategy for planning retirement. The third participant reported that after completing the narrative, he would be able to objectively approach a co-worker about a documentation issue. The facilitators observed that everyone was able to coalesce an initial strategy in fifteen minutes.
G. Course Evaluation
An evaluation plan was drafted at the beginning of the implementation phase. The plan incorporates all four Kirkpatrick levels (see Table 11 ), which are used to evaluate training effectiveness [18] . The four levels are sequential, with each successive evaluation level built upon data provided by the previous level. Each level increases in precision, but also in cost due to the effort involved in data collection and the time-consuming nature inherent in data analysis.
A thorough evaluation of the course will help to determine the effectiveness of this new form of training delivery as well as provide valuable feedback on the relevance and usefulness of the content to the security engineering work being performed. There were a total of 12 participants in the pilot course. Not all participants were able to attend the full four hours, thus the discrepancy in the evaluation reporting that follows.
Level 1 -Reaction evaluations focused on the content. The majority of participants reported that they remembered almost all or all of the key points in the course and learned the principles/skills such that they could apply them in different situations (see Table ll ). Overall the participants were very satisfied with the course. Participants were also asked how they would be able to apply some of what they experienced in the course to their work. Responses were varied and included considering customer and systems context, asking more questions, actively listening, and objectively addressing conflict. One participant said that the course "reinforced many of the principles and techniques that should be using." Another participant wrote that "I will try to apply these concepts during our strategic planning meetings for our organization. I believe they will help us better define a path forward." Level 2 -Knowledge evaluation had ten questions, specifically relating to the six tools of a systems thinker taught in the course. The instrument was developed for the pilot course and has not yet been validated. Several questions had multiple right answers with no absolute right or wrong choice. Moreover, because the focus of the course is on raising awareness of using systems thinking principles and practices in order to become a systems thinker, the results center on the changes to answers that occurred between the beginning and end of the course rather than the number of correct and incorrect answers. The majority of participants modified their answers for between two and four questions. Table IV provides a breakdown of changes to answers for each question. The changes in responses clustered around considering context, asking questions, active listening, and finding a balance between requisite variety and parsimony. 
H. Discussion
The course achieved its goal of raising awareness of systems thinking principles and practices in the participants. Equally important, participants engaged in vigorous discussion concerning the application of those principles and practices to their work, assessing and designing security solutions for their customer base Yet without embedding the course within an overall organizational development effort, the necessary support will not be in place to create an environment to practice using the systems thinking tools presented. Management is committed to creating a culture that will encourage the behaviors learned in this course within the Security Systems and Technology Center and will support risk-taking.
As part of the organizational change effort, the course will be rolled out to all employees in the Security Systems and Technology Center. Administrative personnel and support staff will attend the course with technical staff to build stronger work teams and encourage full participation in designing and delivering creative systems solutions to customers.
Due to the large number of personnel (more than 400) to be trained, additional facilitators will be drawn from the organization. They will be selected based upon their ability to think broadly and to facilitate group training. A mentoring program has been incorporated into the implementation phase of the training. The current facilitators will train the next group of facilitators and so on, until a core group of experienced and skilled facilitators is created within the organization.
Evaluating the long-term impact of a course on systems thinking is a difficult task [9, 10] . A number of confounds are often present in dynamic organizations: the pace of organizational change, the level of manager and peer support, and cultural constraints. The evaluation plan in place for this course has established a baseline and will take into account external variables impacting the development of systems thinkers. Data from the Level 4 evaluation (behavior matrix) will be analyzed using AtlasTi qualitative analysis software. Evaluation of the course over time and across participant groups will provide additional insights into the impact of the course on designing and implementing security solutions.
Ill. CONCLUSIONS
The security problems confronting us in today's global landscape are indeed complex. Effective solutions will require new ways of thinking. The challenge for educators today is to design courses that engage learners in the process of thinking broadly about security, reaching across domains to solve problems that are at once ill-defined and ill-structured. This paper has outlined key aspects of three constructivist learning theories as they apply to an experiential facilitator-led course in systems thinking. Situated learning and CFT combined with a socio-constructivist approach offer grounding principles to support the design and implementation of an experiential course in systems thinking.
Future research will need to address the long-term impacts of education and training in systems thinking on organizations involved in security engineering.
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